GSFC Policy Regarding Non-Disclosure Agreements
It is GSFC policy not to sign non-disclosure agreements (NDAs) with non-Government entities.  The execution of NDAs by NASA employees raises three problematic issues: NASA employees' inability to make binding commitments on behalf of NASA, the practicality of complying with specified non-disclosure provisions, and the unnecessary redundancy of such agreements.

NASA employees generally do not have signatory authority to bind the United States or NASA.  Such an official commitment can be made only in the context of a contract, grant or formally executed Space Act agreement under delegated authority from the NASA Administrator.  Signatory authority typically is delegated to contracting officers for procurement instruments and to the Center Director for other instruments.  Other NASA employees do not have signatory authority with regard to NDAs.
Further, NDAs provided by non-Government entities frequently contain provisions that are impractical or impossible for NASA to comply with.  For example, agreements may contain provisions requiring the resolution of legal disputes in state courts or requiring NASA to indemnify the non-Government entity.  Because provisions of this type violate federal law, NASA cannot comply with them.
Finally, the protections provided by NDAs are redundant to those of the Trade Secrets Act (18 U.S.C. § 1905), which imposes non-disclosure obligations on all federal employees.  This Act provides penalties for unauthorized disclosure of confidential information of non-Government entities outside the Government, including imprisonment, fines and loss of employment.
  
In light of the substantial penalties to which NASA employees are already subject for the unauthorized disclosure of proprietary information, the execution of an NDA is unnecessary.  

For the above reasons, NASA employees must not sign NDAs purporting to bind NASA under any circumstances.  Furthermore, NASA employees are strongly encouraged not to sign any NDA, even if the NDA clearly purports to bind only the employee and not NASA.  If you nevertheless choose to sign an NDA as an individual, be advised that you personally, and not NASA, will be bound by the conditions of the NDA
.  Accordingly, you should be very careful not to personally commit to any conditions with which you cannot practically comply -- e.g., unreasonable length of commitment, potential conflict with official responsibilities.


  
In summary, if asked to sign an NDA by a non-Government entity, you should inform the entity that it is NASA GSFC policy not to sign such agreements and that the Trade Secrets Act already imposes non-disclosure obligations on all federal employees.  Any questions should be referred to the Office of Chief Counsel at x6-9181 or Office of Patent Counsel at x6-7351.
